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Kpiolpn evmaBsia o€ plugin Tov WordPress
/ Nepyntovoio: OpBodbo&ia-MoAlTioudc-EmoTAUEC

ADX

Waordpress phug B own «WordPress SEO by Yoast»: Mia Kkpiowun
gunaBsia éxei1 avakaAvgBsi oto 6nuogiAéoTepo plugin TnG mAat@opuag
élaxeipionc nmepiexyouévovWordPress, n onoia Oétel 6ekadec ekatouubpla
LOTOOEAIbEC Og KivOLVO Kal TIC KaBI1OTA evAAWTEeC o€ emiOéocsilc hacking.

H eundBela enmnpedlel TI¢ neploadtePeC ekddaelg tov «WordPress SEO amnd Yoast»,
To omolo aplBuel meploocdtepa amnd 14 ekatoupvpla downloads, Kot amoTeAEl €va
and Tta mo dnuoeAn plugins yla tn BeAtiotomnoinon otooeAldwv WordPress yia T1g

MNXQVEG avagnTnong.

H eundBelwa oto plugin avakaADeOnke amd tov Ryan Dewhurst, gpegvvntr Kat
dnuiovpyd Touv «WPScan», €véc mPOCOHETOL YL TOV EVTOMIOUO ELMABELWY TOU
WordPress.

OAec oL ekdbdoelc Tov «WordPress SEO by Yoast» mouv €xouv KUKAOQOPrOEL TIPLY aTd
v €kdoon 1.7.3.3, elval evdAwTteg oe embéoslc Blind SQL Injection, cOu@wva ue
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OUMPBOVAELTIKA avaKkolvwaon Tov dnuooleDONKe npiv amnd Alyec nUEPEC.

OL evndBelec tomouv SQL Injection (SQLi) katatdooovtoal w¢ KP(OWWES, KABWC Oa
gropodoav va odnyfoouvv o€ mnapafiaon PRdoswv dedopévwy Kol dlappon
MANPOPOPLWV EUTMLOTEVTIKOD XOPAKTHPA.

Ma TNV €MTUXA EKUETAAAELON TNGC OLYKEKPLUEVNG €umdbelac, o emTIOéUEVOC Ba
npémnel va anoktrioel dikalwpata Admin, Editor 4 Author, k&tL To omnolo pmnopel va
eMTOXEL HEOW social engineering, EeyeAwvTag To BOPO WOTE va eMOKEPTE( KATOLO
ELOIKA OLopopPWHEVO LoTdTOoTO ToL PLAOEEVEL exploit.

O xpRoTtec Tov plugin KaAolOVTAL VA TPOXWPNHOOLVY OE ApMEON avaBaduion

Ta KaAd véa elvat 6TL n sundBela €xel emdLopBwOel otnv TeAevtaia €kdoon Tov
plugin (1.7.4) kat OAoL XPAOTEC TOUL £XOUV EYKOATECTNUEVN KATOLA TPOYEVECTEPN
€kdoaon Ttouv «WordPress SEO by Yoast», Ba mpémel va mpoywpnoouv Aaueca o€
avaBaduion.
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