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Locker: EEsAlypévo Ransomware HOADVEL
UTIOAOYILOTEG KOl Opa o€ MPOKABOPLOHEVO XPOVO
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EpeuvnTtéc ao@aleiag €Xouv EVTOMICEL £éva ransomware HE SuvatoTnTEg
KPUMTOYPAPNONG apXeiwv, mov ovoupadstalr Locker, To omoio sL0épyeTal
OTOUC TAPABLOCHEVOVG UTOAOYIOTEC OE KOATAOTAON OGVAMOVAG Kal
EVEPYOTIOLEITAL OE CUYKEKPLHEVO XPOVIKO SidoTnpa mov opileTal amd Tov
eLloBoOAéa.

AvTr n npoofyylon 6ev £xel evtomoTtel o AAA KaKOBOLAQ MpoypPaupaTa Tov Wlov
Tomov, Kot dev elval ca@éc ylati ol emTiBOEuEvol KaBuotepoLy TN dladikaoia
KPLTTOYPAPNOoNG Twv apxelwv Twv BupdTwy.

Mua mBavr €E€nynon elvat 6tL (owg n dlavourj Tov ransomware £ekivnoe mpwv anod
™ dnulovpyla Twyv amopaltNTWY LMOSOPWY YL TNV AMOBAKELON TWV KAELOLWY
amokpumToypdenong Twv oapxelwv Kot mapddoory TOLC OTA BOuaTA TOU
KaTtaBaAAovy Tta {nTovpeva ADTPA.

EmumAéov, pe TNV vwobETnon auTAC TNG MEBBOOL, OL AMATEWVEC KOBLOTOOV
BLOKOAOTEPO TOV EVTOMOPO TOUL XPOVOL HOALYVONG Kal TWV UEBSOWY BLAVOUAC Tou
KaKOBOLAOUL AOYLOULKOU, TO omolo SladideTal pEow spam e-mails mov mapamnéunovy
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oe KakOPBouvAn tonoBeoia mov @uAoEevel to Locker fj péow embBEocwy drive-by mou
Baoi{Covtal o€ KAKOBOLAEC dlapnuioelc Kot MapaPBLUOUEVEC LOTOOEA(DEG.

J0MQOWYVO PE Ml avdAvon Ttng etailpeiag Bleeping Computer, tTa apyxela oToug
LTIOAOYLOTEC TIOUL €Xouv MoAvvOel pe to Locker Eekivnoav va kpumtoypagolvTal
oTIC 25 Matov Ta peodvuyTa (TomKy wpa). e avt{Beon pe TIC amelAéc Tou WBlov
€ldoug, to Locker 6ev aAAGleL TNV enéEKTAON TWY ennPealdpevwy apxeiwv Ta omnola
eM@avifovTal aveEyyLxTa HEXPL va Ta avolEel o xpnoTng.

EmumAéov, 1o KakOBovAo AoyloulkO dlaypdeel Ta avTtiypaga mouv dnuiovpyoldvTal
and tnv uvnnpeoia Shadow Copy Ttwv Windows, aAAd& pévo otn povada dlokou
ovotpaTtog (system drive). Ta apxela mouv elval amoBnkevpéva O OMOLOOATIOTE
AAAo partition pmopolv va avaktnBolv. EmumAéov, vmdpxouvv ava@opéc OTL n
dlaypaen Twv “Shadow Copies” dev elval mdvta emTuXAC KoL Ta dedoEva umopovv
Va AmoKaTAoTAB00V PE ELOLKO AOYLOULKO.

MeTd TNV Kpuntoypdenon GAwWYV Twv dedouévwy (KLplwg eyypdewy Kal £LKOVWY),
To Locker gpgaviCel To pAvupa Twv AOTPpwY, anattwvtag 0,1 bitcoins ($ 24 / € 22)
o€ aVTAAAQYHQ yia To KAEWS( amokpuntoypdenong, To omnoio e{val anodnkevPEévo oe
€vav dlakouloTr KpuPuéEvo oto 6ikTuo avwvuuiag Tor.
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