19 lovviov 2015

Kak6fouvAa apyeia SVG xpnoipomoilodvTal yila
ditavop Ransomware

/ Neuntovaia: OpBodotia-MoAlTIoNdC-ETIOTAUEC
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ransomware

Epsuvntéc ao@aAsiag TNG AppRiver éxouv avakaAoyper ML £EEALYMHEVN
EKoTpateia 61adoonc KakO6BovAov AOYIOMLKOD, N omoia mMpowdeital péow
HNVUHATWY NAEKTPOVIKOD TaAYLOPOHEIiOL Kol afLOTOLEL fla ALYOTEPO KOLVA
HéB060 yia Tn Siavopul Ransomware.
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Mo OULYKEKPLMEVA N Siaomopd Tou KakOfovAov AOYLOMLKOD
MPAYHATOTOLEITAL HEOW apPXEiwv SVG (apxeia elkOVWY HE LTIOOTAPLEN Yia
6106paoTIKO KOl KIVOOHEVO TEPLEXOMEVO), TA oOmoia EMUMEPLEXOLV
KakofovAa links mov 06nyodv otn ARYnN crypto-malware.

OL epevvnTéc evtomooav €va Odelypa email kot €nelta amd av&Avon TNG
OLUTMEPLYOPAC TOL KOKOBOLAOL SVG KaTéAngEav o6tL TO payload mpdkeLTal
nmbavétata yia to CryptoWall, kpivovtag amnd oplouévous deikteg nmov oxetiCovtal
LE TO OLYKEKPLUEVO Ransomware.

To privopa mov eugavifetal ota BOPATA HETE TNV KPLTTOYPAPNON TWV dESOUEVWY
Toug, emonuaivel emlong Tn OLYKEKPLUEVN amelAR. To xpnuaTtikd moad mov {nNTd TO
ransomware yla TNV OMOKPLTTOYPAPNON TWYV SEGOUEVWY TWY XPNOTWY QVEPXETOL
ota 700 doAdpua.

H ouvykekpluévn kaumdvia Baoi(Cetal otnv amooToAf spam PNVLUATWY, Ta omola
ealveTtal va eumepléxouvy éva Bloypa@lkd onueiwpa. To kel{pevo elval apkeTd
o0OVTOMO KOL TMAPATEUTEL TOUG MAPAAATTEC 0TO KAKOBOVAO CLUVNUMEVO.

Ta apyxelo SVG (Scalable Vector Graphics) @épouv vmootriplEn yla JavaScript,
XOPAKTNPLOTIKO IOV EKUETAAAEDTNKAV OL EMLTIOEUEVOL TIPOKELUEVOL VA
ouuNEPAGBOLY 0t aUTA KAKOBOULAOULUG GOULVOECHOULG, Ol OmoloL MAPATIEUTIOVY CTNY
Tomnobeaia mov pLAoEevel To ransomware.

“To KOKOBOULAO AOYLOULKG €vOEXETAL va €XEL KAl GAAEC BLVATATNTEC MEPA AMO TNV
Kpumtoypdenon apxelwv, kKabBw¢ Ba umopoloe va ypnowdomownBel yua va
TMPOKQAETEL XAOC O pla B&on 6edouévwy SQL, EMTPEMOVTOC OTOUG EMLTIOEUEVOLC
va €lgdyouv 1 va dlaypdyouvy gyypagec amd avth”, ava@EéPouv oL EPELVNTEG, Ol
omolol avaAbovtac Tov nMnyaio KWoOlka Tou malware dwaniotwoav 6Tl mepLel)e
hardcoded oplopévec evtoAéc SQL mouv @aiveTal va otoyxebouvv tn BAon dedouévwy
€vOC oxoAelov.

Qotdoo undpyeLl To evdeXOUEVO oL ouyypaelc Tov malware va eloyayav oKOT{HWG
TIC OULYKEKPLUEVEG EVTOAEG OTOV TNYA{0 KWOLKA, TPOKELUEVOL VA TIOPATIAAVIGOLY
TOUC €EPELYNTEC KoL v KAVOuv OBLOKOAOTEPN TNV avdAucon TOU KOoKOBOLAOUL
AOYLOULKOD.
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