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NMNpoooxn! Kak6BouAo oTo AOYILOMLKO «crypto-

Ta  KOKOBOLAQ  AOYLOMLKA TNG

OlKOYEVELOG «Crypto-malware» Jmopolv va ennpedoovy OAeC TIC €KOOOELG
AELTOVPYLKWY  CLUOTNUATWY KOl  €EQTMAWVOVTOL, KLPIWG, MEOCW  MNVUMATWVY
NAEKTPOVLKOL Taxudpoueiov

Tig teAevtailec nuUEpPeC To Qavopevo Bploketal oe MAAPN €€0pon UE EKATOVTADEC
QVOQOPEC YL TTEPLOTATIKA «UOADVOEWV» ETALPLKWY SIKTOWVY

H Awe0Buvon AlwENG HAekTpovikod EykAfjuatog t™nG EAANVkAc Aotuvouiag,
EVNUEPWVEL TOULC TOA(TEC Yyl TNV EMOVEMPAVION TOL KAKOBOLAOL AOYLOULKOD
«CryptoWall» otn xwpa pog.

TO OUYKEKPLUEVO AOYLOMLKO, ToL amoTeAel €EEALEN TOL YVWOTOU KOKOBOLAOUL
AoyloutkoO «Cryptolocker», ouyKaTOAEYETOL OTIC YnOLakéC amelAéc tomov Crypto-
Malware, evw propel va emnpedoel OAeC TIC EKOOOTELG AELTOLPYLKOV CUOTHUATOC.
ElWOlkOTEPR, TO KOKOBOULAO AOYLOPLKO eEamAwveTal - peTtodidetar oTav
ETMOKEMTOUOOTE EMOPAAE(C | «UOAVOUEVEC» LOTOOEA(DEG, eUPAVIIOPEVO WG dNBEV
VOULUN  €VNUEPWON  ONUOPAWY  €QapuUoywv. QoTtd00, OTIC TNEPLOTOTEPEC
MEPIMTWOELG, TO «CryptoWall» €EamAwveTol HEOW «HMOALVOUEVWY» HUNVUUATWVY
NAEKTPOVLKOU Taxvdpoueiov.

MO OULUYKEKPLUEVD, META TNV E€YKATAOTAON TOU OTO AELTOLPYLKO CUOTNUQA, TO
KaAKOBOUAO aULTO  AOYLOMLKO, XPNOLUOTIOWVTOC  éva €EeALlYMEVO oLOTNUA
KPUTITOYPAPNONG, «KAELWOWVEL» OA Ta YneLakd apxela Kot ta dedouéva (dLapdpwv
TOnwv apyxelwv, evdelkTikA: *.doc, *.docx, *.xls, *.ppt, *.psd, *.pdf, *.eps, *.ai, *.cdr,
*jpg, K.AML), Mou e{val amoOnKeLUEVA OTOV NAEKTPOVIKO LTOAOYLOTH TOL XPAOTN
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TOL €XEL «MOALVOED» amd TOV 10, EVW YLa va «EEKAELWBWOOLV» T apyela Tov, TIPEMEL
va  KataBAnBel ypnuatikd mood (ransom), OLOTL Oe OLAPOPETIKA TmepiMTWON
KaB{oTavtal anpoonéAaoTa yla To XprAoTn Toug.

To Aoyloulkd KukAogopel otnv 3n €kdoonrl tou amd Tov lavouvdplo Tov 2015
MAYKOOU{WG Kat yiveTat tdlaitepn pveia 6Tl TOOO Yyl TNV TPEYOLOA €Kdoaon, 60O Kal
yla Tnv mponyooluevn (v2.0), evw vnidpyouvv dLlaBEoiueg ADCELC Yo TNV amopdkpuvon
Tou (Blou TOL KOKOBOULAOUL AOYLOMLKOU, Oev ULTAPXEL KAVEVAG YVWOTOC TPOTOG
anmoKpLITOYPAPNoNG Twv apxelwv, Adyw TNG MOAD Woxvperic Kpurmtoypdenong (2048
bit RSA key), mov xpnoiuormnole{tadt.

To &v Adyw KOKOBOLAO AoylOPLKO €xel  e€mmAéov TN  OduvatédTNTA VA
«oLTOOLOBIBETOL» HEOW TOL TOMLKOL SLKTOOL KOl va Kpumtoypael Ta apyeia KABE
ovotMaToCg, oto omolo amoktd mpdoBacn. H duvatdtnTta avt) TO KABLOTA
EEALPETIKA emIK{vVOLVO O eTaLlplkd dikTLa, éTov N dlddoon unopel va elvatl paydalia.
H kaTtafoArf TOL XPNHUOTLKOU TOoo00 Y(veETOL, MECOW OVWVLLOU TPOYPEUUATOC
neputiynong, ME TN XPAon Tou ywnoeuakol vouiopatoG «bitcoin» (BTC), katdmv
pnvopaTtog mouv eugavifetal oto xpriotn, ME vmodel€elc kal odnylec ywa TNV
MANPWHUA.

Ol XPNOTEC TOL BLABLKTUOL KOl LOLALTEPWC Ol DLOXELPLOTEC TWV ETALPLKWY BIKTOWV
KAAOOVTOL Vv HNY TANPWYOLY Ta YXPAMATa Tov CNTolvTal, TPOKELUEVOL VA
anoBappLVOVTAL TETOLEC TAPAVOMECG TIPAKTIKEG, KAOWC Kal yLo va PNy e€amAwBel
TO QOLVOUEVO, €vw Ba mpémel va elval Wblaltepa mPooeKTIKOl Kal va AapuBavouv
METPA YnolaKrAC mpooTtaoiog Kal ao@AAslac yla TNV amno@uyr MPooBoAnc amnd To
KAKOBOUAO AOYLOMLKO.

ZUYKEKPLUEVQ:

e OL xpnoteg mouv AopBdvouvv pnvOhOTA NAEKTPOVLIKOU Tayvdpopeiov amd
AYVWOTOLC QTMOOTOAE(C 1 AyvwoTn MPOEAELAN, KAAODVTOL va NV avolyouv Toug
ouvdéopoug (links) kat va punv kateBdlouvv Ta cuvnuuéva apxela, mov mepPLEXOvVTAL
o€ auTd, ylwa Ta omola 6ev yvwpilouv pe BefaldTnNTA TOV QAMOCTOALQ KOl TO
nMeEPLEXOUEVO TOL OuvnNUUévoL apxelov. EmmA€ov, oL xpnoteC mpeEmel va elval
€EALPETIKA KaYOMOMTOL OTA MNVOUATO NAEKTPOVIKOD Tayxvdpopelov, mOL WG
anmooToAéaG @aivetal va eival kdmowa vmnnpeoia 3 etalpeia, n omola dev elvat
yvwoTtr o€ avTtolC.

* JUOTAVETAL v MANKTPOAOyoUvTOL Ol dLevBOvoEl Twv LoTooeA(dbwy (URL) otov
nepinynTn (browser), avti va xpnoluomnolovvtal vriepouvdéapol (links).

* Na xpnowdomotobvtal yviold AOYLOULKE TPOYPAUMATO KAl VO EVNUEPWVOVTOAL
TOKTWKE (updates), evw Ba mpémel va LMAPYEL MAVTA EVNUEPWHEVO TPOYPOUUA
npooTac(ag Tov NAEKTPOVLKOD vroAoyloTh amnd «1o0C».

e Na €AEyX0OLVY KOL va €XOLV TIAVTOTE EVNUEPWHEVN TNV €KBOON TOUL AELTOLPYLKOD
TOULC CLOTAMATOC.

* Na dnulovpyolvtal avtiypaga ac@aAcioc Twv apxelwv (backup) oe Taktd
XPOVIKA dlaotAuaTa, 0t €EWTEPLKO HECO amoOOnKeELONG, £€TOL WOTE O TMEPIMTWON



«TPOCROARC» and TO KAKOBOVAO AOYLOMLKO, va lval duvaTh N AMOKATACTACN TOUG.
e [blaitepn mpoooxry OTNV TAKTIKA Kol acg@aAf TAPNON avTLypdewv oao@aAsiag
OULOTAVETAL OTOUC OLAXELPLOTEG TWV ETULPLKWY OIKTOWY KaBdTL Ta aviiypaga
AMOTEAODY TO HOVO TPOTO EMAVAPOPAEAC TWY apXElWY 0TO GOVOAD TOUC.
YnevOupui{letal OTL yla ovAAoyo TEPLOTATIKA 1yl Tapoxn OLELKPWIoCEWY -
OUMPBOVAWY, oL TOA(TEC MMOPOUY Vva EMKOWWVOLY HE TNV AlebBuvon AlwENg
HAEKTPOVIKOO EYKAAMOTOC 0T akOAoLBa oTolyela emKOwwWviag:

* TnAepwvikd: 210-6476464 1 11188

* 2TéAvovTog e-mail oto: ccu@cybercrimeunit.gov.gr

e Méow TNC e@appoync (application) ywa €Evmva TnAépwva (smartphones) ue
AeLTOLPYLKS cboTnua iOS - Android: CYBERKID

 Méow Twitter «pauur} SOS Cyber Alert»: @cyberalertGR.

MnvynA: thrakitoday.com
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