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Nwg Ta banking trojans mapakapumnTouv To two-

factor authentication
/ EmoTtrApec, Téyvec & MoALTIOUOC
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To two-factor authentication upue SMS xpnoiuomolsiTal £VPEWG amo Ta
TpanelIKa 16pouata. PUOIKA, TO METPO AUTO AEITOVPYEL KAADTEPa amd O, Ti
éva¢ amAo¢ KwbIkO6c mpooPaong, aAdda bev civar adiamépaoTto. Eidikoi
ao@alisiac avakaAvwav mwe¢ umopovos va &syeAaoTei amé Ta AgyouEva
banking trojans mpiv amé 10 xpoévia, 6Tav avTdé TO MUETPO MPOOTACTIAC
anAda KkEpbile dbnuoTIKOTNTA.

Opwg, Tnv Bl dnuoTikdéTNTA £natpvav MapdAANAa Kot ot malware d&nuwovpyol.
Emopévwg, autdc elvat kat o Adyo¢ mou ot banking Trojan MPOYPAUMATIOTEG
nopaBlalovv Toug one-time SMS passwords pe tOon €vkoAla. E6w elval Tto MWC
avTd AELTOVPYEL:

1. Evag xpriotng eKKLel €va vouLuo tpamnellkd app o€ €va smartphone.
2. Eva Trojan aviyveDEL, TOWX EQAPUOYH XPNOLUOTOLE(TOL KOl EMKAAOTITEL
Tointerface T™nG ue €va YeOTIKO avtiypa@o. H wyedTIKN 086vn @ailveTal akplBWG
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OTIWG N MPAYMATLKA.

3. To B0pa €loépyetal Pe To Ovopa XPrioTNn Kol Tov KWdlkd mpdoBaocng oTo
YeOTLKO app.

4. To Trojan OTEAVEL SLAMIOTEVTAPLA XPAOTN OTOUG EYKANUATIEG. XpNoluomoLooy
avTd T oTolxela yla va cuvdeBolLv oTo Tpame(Ikd app Tov XpProTn.

5. Ztn ouvvéyxela, ol €voxol ZNTOUV ML OLKOVOULKA CLVAAAQYr] OTO Aoyoplacud

TOUG.

To TNAE@wvo Tov BVuaTOC AauBdvel €va SMS e TOv KWOLKSO HLag xpnong.

. To Trojan e€dyel Tov KwOKO mpdoBaong amdé To SMS Kal TO OTEAVEL

otouvccybercriminals.

8. Eniong, kpOBeL To SMS and to Yxprotn. Avtdg slvat o Adyoc mov To B0ua dev
yvwp(lel oxeTikd ME TIC Ole€ayduevec epyaoiec MEXPL va €AEYEEL TOV
TPanelIkd AOYaPLAOUS KOL TO LOTOPLKO TWVY GLUVUAAXYWVY TOU.

9. Ot eykAnuaTiec xpnoomnolodv Tov KwdLké mpdoBacnG TMOL LIEKAEPAV YLa TNV
empBeBaiwon TNG cLVAAAAYAG KoL v AapBAvouy Ta xprHaTa Tov B0UaTOC.
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AOoKoAa Ba To éAeye Kavelc vmepBoAr} av onuelwoovue 6TL K&Be auyxpovo banking
Trojan &€pel mMWG va EeyeAdosl T ovoTAMATA €A€yxou TavtéTnTOC O0O
noapayévtwy péow SMS. Ztnv mpaydaTikdTnTa oL dnuiovpyol malware dgv €xouv
Kaploo GAAN emAoyr: KoBWC OAec ol TpdmneleCc OTPEPOVTAlL O OUTO TO METPO
npootaci{ag, Ta Trojans MPEMEL UE TN OELPA TOLC VA TTPOCAPHOCTOOV.

Ynidpxovv TOAAEC KAKOPBOUAEC €@APUOYEC TOL e€lval ge B€on va TO KAVOLV,
neplwoodtepec amd O,TL unopeite va @avtoaotelte. Katd Tn OWdpKeElad TWV
teAevtaiwy B00 pNVWY, €Bkol Odnuoolevoav Tpelg AenTtouEpElc €KBEOELG
QPLEPWHEVEC OE TPELC BLOPOPETIKEC OlkoyEveLleG malware. K&Be uia Mo TpopaKTIKA
OTL TNV GAAN:

1. Asacub- £va KOTOOKOTILKO app mou eEeAlxOnke o€ Trojan Kol €UaBe va KAEBEL
XPNHaTa amnd eQappoyEC Kwntol yia Tpdmnelec.

2. Acecard- éva moAU woxvpd Trojan mouv €ival oe B€on va EMKOADYPEL TQA
interfaces twv oxeddév 30 OLAPOPETIKWY TPaME(LKWY EPAPUOYWYV. Me TOV
Tpomo mov ta mobile malware Twpa yivovtal edikol Mdvw o€ avtri TNV TAON:
oTnV apxn Ta Trojans oTOXELOV HLX EQAPUOYH MLAC OLYKEKPLUEVNG TpdmelaC N
vnnPEeciog MANPWHUWY, AAAG TWPEQA MMOPOLY Vo TAACTOYPAPHOOLY TOAAEC
EQAPUOYEC TALTOXPOVA.

3. Banloader- ¢va cross-platform Trojan and tTn BpaltAla, mov €xeL TN
duvatdTnTa va Eekvrjoel amnd PUOVO TOU GE LTIOAOYLOTEG KOl QOPNTEC CLOKEVLEG
TavTdHYPOVA.

Etoy, ynopeite va KataAdBete, 6TL 0 éAeyxo¢ TavTédTNTAC 600 MapaydévTwyv Oev



propel va oac mpootatedosl and ta banking Trojans. AMETUXE va TO KAVEL ALTO YLX
TMOAAG Xpoévla Kol TWPa N kKatdotaon dev mpdKeLlTal va KaAvTepedoel. 't avTtd Ba
MIPETEL VO £XETE MPOoBeTA PETPA AoPAAE(QC.

O Baowkéc kavévag mouv Bonbd&, aAAd o6xt oto 100%, eivat va eykabiotdTe
EPAPMOYEC MOVO amd emionua KoatoaoTtApaTta. To B€ua €lval OTL LTIHAPXAV OPKETEC
MEPIMTWOELG, OTIWC OTav Ta Trojans Katd@epav va urnovv oto Play Store i akdua
Kat oto App Store. Kat (0w Ba ATav KAAG va OKEQTEITE KAl pla o agLldmotn Adan
gykablotTwvTag £€va KaAd antivirus yla Kwntd!
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