13 Maptiov 2017

O HMA ntapapévouv n HEYRADTEPN TINYA Spam

TOU TMAAVATN
/ EmoTtrApec, Téyvec & MoALTIOUOC
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Me apelwtn évtaon oguvex(Couvv TIC eMBOETELC TOLC OL Yn@laKol EYKANUATIEG, HE TOV
OYKO TWV KaKOBOLAWY spam email va avEavetatl To 2016 Kot va Bewpeltat amnibavo
va pewwBel To 2017.

To 2016, oOMPWVA PE TOLC EPELVYNTEC, ATAV N XPOVIA TWV Spam TPOYPUUUATWY
ransomware, JUE€ TOv OYKO Twv spam email va avEdvetat ayyifovtac 1o 58,31% TNC
OLVOALKNG Kivnong Twv email, pua ad€non tng td&ng touv 3,03% oe cOyKpLon UE TO
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2015.

YO0pewva Ye TNV ékBeon tng Kaspersky Lab “Spam and phishing in 2016”, nepinov
To 20% ToOu OouvOAoL TWV spam email oto 40 Tplpnvo Touv 2016 OLEVELUE
ransomware Trojans. O aplOudC Twv KOKOBOLAWY TMPOYPOAPUATWY A&pxlLOE va
avEdvetal To AekéuBpLlo Tov 2015 Kot cuvvéxloe va avEdveTal KaTd KOpoTo KB’
OAn TNV emnduevn xpovid. Ta Bla otowxeia delyvouv 6tL ot HMA moapEuewvav n
MEYaADTEPN TNyl spam (12,08%) Ttouv mAavATn, Me TN OedteEPn O€on va
KaTaAapBdavel To Bietvdpu (10,32%) kat Tnv telitn n Ivdia (10,15%).

210 METOED, N Mepuavia to 2016 BpEOnKe KoL MEAAL OTNY MPWTN B€on PMETAED TWV
XWPWVY, TOL amoTeAODY 0TOXOULC KOKOBOLAWVYV amocToAwv email (14,13%). Tn
debtepn kKal Tplitn B¢on kKatéAafav n lanwvia (7,59%) kot n Kiva (7,32%)
avtiotolya. Na onuewwbel 6tL Kat ot 600 PBplokovtav €KTOC Twv 10 Kopuaiwv
XwWPWv to 2015.

Ané ta otolxela tnG é€kBeong tng Kaspersky Lab yiwa to tomio tov spam to 2016
npokOmTeL, €EAAAOL, OTL TO 15,29% TWV HOVASIKWY XpNOTWY déxTnKe emniBeon amnd
phishers, evw To0 péoo mooootd emBOéocwv phishing oe Bdapoc meEAATWY
XPNHUOTOTOTWTIKWY WOpuhdTwy ayylEe to 47,48%, amd 34,33% to 2015 Kot
28,74% to0 2014. To Trojan.Win32.Bayrob ypnotlponodnke ylwa va oTelAEL spam Kal
va KAEPEL TPOOWTILKA Oebopéva, evw ATV N TO dNUOQLAAC “olkoyévela”
KaKOBOLAOUL AOYLOULKOD, TIOU SlaveuNONKe HEow email.

ABANTIONOC Kal TpoUoKpaTia

Ta Kopugaio BEpATA TWY Spam PNVLPATWY, yia to 2016, ATav 0 aBANTIONOC KAl N
TpopokpaTtia. Ot phishers, 6nw¢ ATav avauevéuevo, dev Ba pmopodoav va aerioouvy
TNV €vkalpla, MOV MOPOLOLACTNKE PE TO O TTOALOLENTNHUEVO YEYOVOG TNG XPOVLEG,
Toug OAvpmakolG Aywveg otn BpaliAla. AdALa spam aglomoinaav Kot GAAQ peydAa
aBANTIKA yeyovoTa, énwc to Evpwnaikd MpwTtdbAnua Modoogaipov, KabBWC Kol Ta
emkeipeva Maykdéouia KomeAAa MNodoogaipov tov 2018 kat Tov 2022. OL spammers
€0TELAAY WEDTIKEC €LOOTMOLACELC Yl Vikn o€ AoTaP(eEC OYETIKEC ME QLTA TO
yeyovota. H Aaxelogpdpog ayopd vmotiBetar 6Tl eixe dopyavwdel amd enionuo
opyoviopd kot n otedBuvon tou mapaAqntn eixe emAeyel Ttuxala avdpeoa amd
EKQATOMMOPLO GAAEC OLevBoOvoelc. Avtd To B€pa xpnowdormolibnke, emiong, o€
KaKOBOLAQ spam.

To Bépa T™NG TPOoMOKpPATiOG, n omola €xel MopPAUE(VEL €va ONUAVTIKO TIOYKOOULO
nMPORANua ta TteAevTala xpdévia, €WOWKE yOopw amd TNV TETAMEVN KOTAoTOONn OTN
Zupla, aglomowBnke, emiong, O€ QMOOCTOAEC spam. Ta moAvdplOpa Acydueva
“vpdupoata and tn Nuynpia”, aglomowwvtac To MPOBANUA TNG TPOMOKPATING Kal
TWY MPOOPLYWVY, OTAABNKAY OTOUG XPAOTEC Yla Aoyaplaoud Kot €PYolOMEVWY



KPOATLKAC opydvwong Kot WlwTwy. OL AEMTOMEPELEC TWV LOTOPLWY MMOpPEl va
dlapépouy, aAAd ol MPOoBETelC TwWY ATOOTOAEWY ATav ol (dteg: va TtpaBrAgouvv TNV
TMPOCOXN TOL MAPOAATTN UE UTOOXECELC YLX MEYAAQ XPNMATIKA TMOO& Kol va TOLG
QVOYKAOOULY VO CUMPETACYOLY OE L CUVOULALQL.

Ta “A0Tpa”

To 2016, kKataypdenke €va TEPAOTIOC QPLOUOC KAKOBOULAWVY Spam, HE TOUG
anmOALTOUG “NYETEG” TWv spam va eivatl ta Trojan downloaders, nmov “kateBalouvv”
ransomware OTOV UTIOAOYLOTH TOou B0uaTog. Ta To dNUOPIAR ATOV TA OUOOLKE
HNVOHaTa  avemBOunTnG aAAnAoypa@iag, TOU OQMOCTEAAOVTIOV HE OKOMO v
“HOADVOLY” TOLC LTOAOYLOTEG TWV XPNOoTWv UE To Locky encryptor. Qotéoo, GAA
ransomware, 0nw¢ tTa Petya, Cryakl kat Shade, itav, eniong, dladedouéva.
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